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1. Proposal
The text below proposes a solution for Key Issue #3 of Trusted Non-3GPP access, i.e. a solution that enables UEs, which do not support NAS but they have 3GPP credentials, to connect to 5GC via trusted WLAN access.
* * * Start of Changes * * * 

6.x
Solution #X: Access to 5GC from UEs without NAS
6.x.1
General
This solution enables UEs, which possess 3GPP credentials but do not support NAS signalling over WLAN, to register to 5GC via a trusted WLAN access network and to establish a PDU session.
6.x.2
Reference Architecture
The architecture diagram below is based on the architecture diagrams in TS 23.501 [2] and it shows the main network functions required to enable a UE, which cannot perform 5G NAS signalling over WLAN access, to establish connectivity to 5GC via a trusted WLAN access network. Other network functions are not shown for simplicity.
Note that the UE may be able to perform 5G NAS signalling over 3GPP access, thus the diagram below illustrates an N1 connection between the UE and AMF via 3GPP access.
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Figure 6.x.2-1: Non-roaming and LBO Roaming Architecture for TNAN

6.x.2.1
Network Functions
Trusted WLAN Access Point (TWAP): It provides a point-of-access to the WLAN access network. This function is outside the scope of 3GPP but it is shown in the figures for completeness.
Trusted WLAN Interworking Function (TWIF): It provides interworking functionality that enables connectivity with 5GC. The TWIF supports the following functions:

-
Terminates the N1, N2 and N3 interfaces
-
Implements the AMF selection procedures specified in TS 23.501 [2]
-
Implements the NAS protocol stack and exchanges NAS messages with the AMF on behalf of the UE
-
On the user plane, it relays protocol data units (PDUs) between the Yw connection and the N3 connection. It may also steer some PDUs to a local breakout point in order to support "non-seamless WLAN offload".
-
Implements a local mobility anchor within the trusted WLAN access network
6.4.2.2
Reference Points

The Yt and Yw reference points are both outside the scope of 3GPP. The Yt reference point transports IEEE 802.11 messages, while the Yw reference point may support a L2 or L3 connection per UE.
The N1, N2 and N3 reference points are the same reference points defined in TS 23.501 [2], with possible extensions or modifications. Such extensions or modifications are identified and discussed in the next clause.
6.x.3
Procedures

6.x.3.1
WLAN Selection

Editor’s Note: Before the UE registers to a 5GC, the UE must select a WLAN access network that supports the N1, N2, N3 interfaces to one or more 5G core networks, and is capable of performing the procedures specified in this solution. How the UE selects such a WLAN is FFS.
6.x.3.2
Initial Registration & PDU Session Establishment
The Figure 6.x.3.2-1 illustrates how the UE can simultaneously connect to a trusted WLAN access network and to a 5G core network. A single EAP-based authentication procedure is executed for connecting the UE both to the trusted WLAN access network and to the 5G core network.
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Figure 6.x.3.2-1: Initial registration and PDU session establishment

Steps 1-10: Initial registration to 5GC

1.
The UE associates with the trusted WLAN network and the EAP authentication procedure is initiated.

2.
The UE provides its Network Access Identity (NAI) as <SUPI>@realm. The Trusted WLAN Access Point (TWAP) selects a Trusted WLAN Interworking Function (TWIF), e.g. based on the received realm or based on pre-configured information, and send an AAA request to the selected TWIF. 
Editor’s Note: It is FFS if the UE can include in step 2b any Registration Parameters such as Requested NSSAI, UE 5GC Capability, etc. If included, these Registration Parameters should be forwarded to TWIF in step 2c.
3.
The TWIF creates a 5GC Registration Request message on behalf of the UE. The TWIF uses default values to populate the parameters in the Registration Request message. The Registration type indicates "Initial Registration".
4.
The TWIF selects an AMF and sends an N2 message to the AMF including the Registration Request, the User Location and an AN Type.
5.
The AMF triggers an authentication procedure by sending a request to AUSF.

6.
An EAP authentication (e.g. EAP-AKA') takes place between the UE and AUSF. Over the N2 interface, the EAP messages are encapsulated within NAS Authentication messages, as usually.
7.
After a successful authentication, the AUSF sends to AMF the EAP-Success message and the created SEAF key. The AMF derives NAS keys and an AN key from the received SEAF key.

8.
A NAS security context is activated between the TWIF and AMF by sending a Security Mode Command to TWIF. Note that, since the TWIF does not have the SEAF key (this key is created in the UE and in AUSF), the message in step 8a must include the SEAF key. If the N2 interface between the AMF and TWIF is considered unsecure, then the SEAF key should be sent encrypted to TWIF. For this purpose, the AMF could be provisioned with a TWIF public key and it could use this TWIF public key to encrypt the SEAF key.
Editor’s Note: If and how the SEAF key is encrypted needs further study from SA3.
9.
The AMF sends an N2 Initial Context Setup Request and provides the AN key to TWIF. In turn, the TWIF sends the AN key and the EAP-Success message to the Trusted WLAN Access Point, which forwards the EAP-Success to the UE. The AN key, which is also created in the UE after a successful authentication, is used to create a Pairwise Master Key (PMK), which is further used to secure the WLAN air-interface communication according to IEEE 802.11i (now incorporated into IEEE 802.11-2012 and into IEEE 802.11-2016). A layer-2 or layer-3 connection is established between the Trusted WLAN Access Point and the TWIF for transporting all user-plane traffic of the UE to TWIF. This connection is later bound to an N3 connection that is created for this UE.
10.
Finally, the AMF sends a Registration Accept message to TWIF.
Steps 20-21: PDU Session Establishment
20.
The TWIF creates a PDU Session Establishment Request message on behalf of the UE and sends this message to AMF. The TWIF may use default values to populate the parameters in the PDU Session Establishment Request message, e.g. a default DNN, default SSC mode, default PDU Type, etc. Alternatively, the TWIF may not provide any specific PDU session parameters but let the AMF or the SMF determine these parameters based on UE subscription information received during the registration procedure. This way, default PDU session parameters can be used per UE.
Editor’s Note: It is FFS if the PDU session parameters are provided by TWIF in step 20b, or if the AMF/SMF determine these parameters based e.g. on UE subscription information. In addition, it is FFS if the UE itself can provide some PDU session parameters to TWIF, e.g. during the EAP authentication procedure.
21.
The AMF sends an N2 PDU Session Request message to TWIF in order to reserve the appropriate access network resources. As usually, this N2 message includes the PDU Session Establishment Accept message. In step 21b, the TWIF may reserve WLAN resources for the user-plane communication between the UE and TWIF. If and how this resource reservation is performed is outside the scope of 3GPP.
Step 25: User plane communication

The TWIF binds the UE-specific L2/L3 connection created in step 9g with the N3 connection created in step 21. All user-plane traffic sent by the UE is forwarded to TWIF via the L2/L3 connection and then to UPF via the N3 connection. The TWIF functions as a Layer-2 relay.

Editor’s Note: It is FFS if the TWIF sends all uplink traffic to UPF, or if the TWIF can offload some traffic to a local breakout point. Offloading some traffic to a local breakout point would enable "non-seamless WLAN offload".
Editor’s Note: Additional procedures such as the "subsequent" registration and mobility procedures are FFS. 
* * * End of Changes * * * 
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